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Introduction

Government authorities, institutions, and researchers can submit data to the Danish National

Archives digitally/via the internet. This document describes the submission process, including:

e Requirements for digital submission
e Registration before submission
e Upload to file server

e Receipt and approval

Support
If you have any questions or experience problems with the digital transfer of your submission,

please feel free to contact the Danish National Archives at digitalaflevering@rigsarkivet.dk.

Remember to include your information package ID (AVID for database submissions or FD for

statistical file submissions)! in all communications.

The information package ID can be found in the submission provision you have received.

" The information package ID is shown in the submission provision. For database submissions, this appears as an AVID (e.g.,
AVID.SA.18005); for statistical file submissions, it appears as an FD (e.g., FD.18005). FD specifically applies to research
data submitted according to Executive Order No. 128, Annex 9 of February 12, 2020.
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Requirements for Digital Submission

To submit via the internet, you must be able to meet the prerequisites and procedures described in

this document, including the conditions on the following pages:

e Size
The information package or the information package for statistical files must not exceed 1
TB in total. If your information package consists of multiple files, you must compress them

into a single ZIP folder before upload.

* No classified data
The information package or the information package for statistical files must not contain
data or documents classified as "For Official Use" or higher, cf. the Security Circular
(Circular 10338 of 17/12-2014).

¢ Encryption and legal obligations regarding internet transfer
As data owners, you have the responsibility to ensure that you encrypt all data sent using
this service, including metadata in context documents and index files, and that the
transmission of the data does not violate any of your legal obligations regarding internet

transmission.

¢ Communication via secure email
You must be able to send and receive secure email, which in this context means using a TLS
connection (Transport Layer Security). Most modern email clients support TLS as a
standard connection to secure emails, including Gmail, Outlook, Apple Mail, Thunderbird,

and ProtonMail.

e Application and IP address for file transfer
You must use an application that can transmit data over the internet using the SFTP

protocol. The Danish National Archives recommends FileZilla: https://filezilla-project.org, or

FTP Rush: https://www.wftpserver.com/ftprush.htm, which are well known and tested. The

actual transfer of data to the Danish National Archives is restricted to devices with a Danish

IP address.


https://filezilla-project.org/
https://www.wftpserver.com/ftprush.htm
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e Encryption tool

All data in the submission requires encryption?. You must encrypt data for digital submission

using one of the following three methods:

Formats Links to formats

Zip Link to 7-Zip:
https://download.cnet.com/7-Zip-64-bit/3000-2250_4-10905593.html
Encryption:
https://info.lse.ac.uk/staff/divisions/dts/help/quides-faqgs/software/using-7-Zip-to-
encrypt-and-decrypt-files

VeraCrypt | Link to VeraCrypt:
https://www.veracrypt.fr/code/VeraCrypt/
Encryption:
https://www.veracrypt.fr/code/VeraCrypt/about/#instructions-for-signing-and-
packaging-veracrypt-for-windows

VHD Link to VHD:
https://learn.microsoft.com/en-us/windows-server/storage/disk-
management/manage-virtual-hard-disks
Encryption:
http://zpostbox.ru/how_to_create_encrypted_virtual_hard_disk_in_windows_10.html

Deviation from conditions

Please note that deviations from the general conditions (mentioned above) may result in data
breaches, which potentially require reporting to the Danish Data Protection Agency.

2 Please note that the encryption options differ from those in Executive Order No. 128 of February 12, 2020, which applies to
physical submissions and targets the encryption of media.



https://download.cnet.com/7-Zip-64-bit/3000-2250_4-10905593.html
https://info.lse.ac.uk/staff/divisions/dts/help/guides-faqs/software/using-7-Zip-to-encrypt-and-decrypt-files
https://info.lse.ac.uk/staff/divisions/dts/help/guides-faqs/software/using-7-Zip-to-encrypt-and-decrypt-files
https://www.veracrypt.fr/code/VeraCrypt/
https://www.veracrypt.fr/code/VeraCrypt/about/#instructions-for-signing-and-packaging-veracrypt-for-windows
https://www.veracrypt.fr/code/VeraCrypt/about/#instructions-for-signing-and-packaging-veracrypt-for-windows
https://learn.microsoft.com/en-us/windows-server/storage/disk-management/manage-virtual-hard-disks
https://learn.microsoft.com/en-us/windows-server/storage/disk-management/manage-virtual-hard-disks
http://zpostbox.ru/how_to_create_encrypted_virtual_hard_disk_in_windows_10.html

. 6
S

. . Sidenummer: 5/25
Riosarkivet

Registration before Submission
If you meet the aforementioned requirements for digital submission, follow these registration steps
to receive approval parameters for the file server and be able to upload your information package

or information package for statistical files:

1. Contact the Danish National Archives as described below when you have finished preparing
your information package or information package for statistical files and are ready to

submit.

Send this information to digitalaflevering@rigsarkivet.dk via secure email®:

¢ Email subject: Request for archive upload
e Attach the completed, relevant delivery note for your information package or
information package for statistical files. Find the form in the "Digital Submission"

section on our website.

2. Once the Danish National Archives has confirmed that the submitted AVID or FD
corresponds to an ongoing submission case, we will send information via two separate
emails. The first email contains information about the file server and login credentials, while
the second email only contains the password. For security reasons, do not reply to or save

the email containing the password.

Upload to File Server

You are now ready to upload data to the file server:

1. Login to the server using the credentials you received in the response from the Danish
National Archives. For help using FileZilla, please see Appendix 2.

2. Create a folder named with your information package ID (AVID for database submissions or
FD for statistical file submissions) (e.g., AVID.SA.18005 or FD.18005).

3. Upload the files to the folder. If the information package or information package for
statistical files consists of multiple files, you must compress them into a single ZIP folder

before upload.

8 "Secure email" here refers to sending via a TLS connection (Transport Layer Security), as per the conditions specified
earlier.


mailto:digitalaflevering@rigsarkivet.dk
https://en.rigsarkivet.dk/submit-data-to-the-danish-national-archives/
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Remember: The total size of all content in the folder cannot exceed 1 TB.

Notification of Upload, Receipt and Approval

Contact the Danish National Archives about upload
Once you have uploaded the files to the folder, you must notify the Danish National Archives via

secure email* to digitalaflevering@rigsarkivet.dk.

The email must contain:

e Subject: AVID / FD upload completed

e AVID or FD: <XXXXX>

o Filename: <XXXXX>

e Upload format: <zip/Veracrypt/VHD> [select your format]
e MD5 checksum of the encrypted data: <XXXXX>

e Encryption password: <XXXXX>

o Package size in GB before encryption:

Click here for an automatically filled email template.

Note that you can create an MD5 checksum of the uploaded encrypted data from a Windows

command prompt using:

e certutil -hashfile <file> MD5

On Linux, you can create an MDS5 checksum using:

e mdSsum <file>

See Appendix 3 for additional guidance on obtaining the MD5 value.

4 "Secure email" here refers to sending via a TLS connection (Transport Layer Security), as per the conditions specified
earlier.


mailto:digitalaflevering@rigsarkivet.dk
mailto:digitalaflevering@rigsarkivet.dk?subject=AVID%20/%20FD%20upload%20completed&body=AVID%20or%20FD:%20%0D%0A%0D%0AFilename:%20%0D%0A%0D%0AUpload%20format:%20%0D%0A%0D%0AMD5-checksum%20of%20the%20encrypted%20data:%20%0D%0A%0D%0AEncryption%20password:%20%0D%0A%0D%0APackage%20size%20in%20GB%20before%20encryption:%20
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Receipt from the Danish National Archives for Submission

The Danish National Archives will then download the data from the file server. When the download
is complete and the MD5 checksum matches what you described in your email, the Danish National
Archives will delete the data from the server, and you will then receive a secure email confirming

the submission.

The Danish National Archives will then test the information package or information package for

statistical files and respond with any comments, need for corrections, or approval.

The Danish National Archives strives to download all uploaded data as quickly as possible, but it

may take 3-5 days before you receive a receipt.

NB: Remember that you are prohibited from deleting your data from the production system until
you receive notification that the information package or information package for statistical files has

been finally approved.

Login Expiration (Closure)

Your server login will automatically expire 2 weeks after the creation date.
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Appendix 1: Creating and Encrypting a ZIP File with 7-Zip for
Secure Submission

1. Install 7-Zip (if not already installed)

To encrypt a ZIP file with a password, we recommend installing 7-Zip on your computer.
Here is how to check if it's already installed:

a. Open the Start menu and type 7-Zip File Manager.
b. If the program appears, you can skip this step.
c. If 7-Zip is not installed:

e Download it from the official website (https://www.7-zip.org/download.html), or

e Install it through your organization's software center.

Sgq Apps Dokumenter Web Mere »

Bedste match
‘ @ 7-Zip File Manager iz

g pd intemettet
i 7-Zip File Manager

L T-zip file manager - Se flere App
spgeresultater

7-zip file manager download .
T Abn

7-zip file manager 64 bit -
Ke&r som administrator

7-zip file manager zip T R
7-zip file manager app = Fastggr til Start
7-zip file manager on windows 11 2 Fastger til proceslinje
7-zip file manager unofficial Fjern

7-zip file manageri@tt4

7-zip file manager 4 ¥ X b—JL

Y o oo oo

7-zip file manager download for
windows 10

7-Zip File Manager|

Figure 1: View of Start menu with search for "7-Zip File Manager"


https://www.7-zip.org/download.html
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2. Select files and open 7-Zip

Windows 10:
a. Open File Explorer (Windows key + E).
b. Navigate to the folder where the files or folder to be compressed are located

c. Right-click on the selected files, select 7-Zip, and click on "Add to archive...".

& + | C\Usersy “Documents\Rigsarkivet - m} X
Fil Hiem  Del  Vis [7]
et Ij & Kip | x __ﬁ I iyt element + ﬂ_ T Abn v E Markérart
_J w| Kopiér sti * £ | Hurtig adgang =~ Rediger Weelg ingen
Fastgertil  Kopiér Szt - X Flyt  Kopiér Slet  Omdgb My Egenskaber X
Hurtig adgang ind EI Indszt genvej il = til = - mappe - £ Oversigt D‘:‘In\rertar markeringen
Udklipsholder Organiser Ny Abn Veelg
« v <« Dokumenter » Rigsarkivet ~ O 509 i Rigsarkivet R
N ~
@ OneDrive - Personal Navn #&ndringsdato Type Starrelse
FD.12001 28-02-2025 14:32 Filmappe
[ Denne pe EE
. Abn
J 3D-objekter . X
Abn i nyt vindue
Billed
= Billeder Fastgar til Hurtig adgang
= ZEUEE B Abn i Terminal
b Musik & Tilfgj til spilleliste i VLC media player
¥ Overforsler Open Git GUI here
I Skrivebord Open Git Bash here
B Videoer ftepitreed VLC media player
=2 0SDisk (C3) % ? Faj til arkiv...
= G501 (D3 v w7 adgang til 5 seapesrer 0g vedhaeft | e-mail...
1element 1 element ervalgt Gendan tidligere versioner Fej til "FD.18001.72"
Ty ) Komprimer til "FD.18001.7z" og vedhaeft i e-mail
Medtag i bibliotek > EIREEE N
Fastgor til Start Komprimer til "FD.18001.zip" og vedhasft i e-mail

CRCSHA

What's using this file?

PowerRename

Send til >
Klip

Kopiér

Satind

Opret genvej

Slet

Ormdab

Egenskaber

Figure 2: Windows 10 - File Explorer with a file selected, right-click menu shown with "7-Zip" > "Add to archive...

Windows 11:
a. Open File Explorer (Windows key + E).
b. Navigate to the folder where the files or folder to be compressed are located.

c. Right-click on the selected files, and click on "Show more options".
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d. Find 7-Zip in the expanded menu, and click on "Add to archive...".

Rigsarkivet = [m] X
@wn- & D =D W N Sortér - = Vis v ees
<« 3> o~ A > Dennepc > Dokumenter > Rigsarkivet > v G £ SegiRigsarkivet
~
Ingester Mavn ZEndringsdato Type Storrelse
0 Musik FD.18001 28-02-2025 14:11 Filmappe
.0 H W
> @ OneDrive ‘}O L I U
= Ab E
v [l Denne pc - & nter
> n .
> A Billeder (@ Abn i nyt vindue
Fast il Hurtig ad
> - Dokumenter V7 Fastger til Hurtig adgang
> @ Musik 57 Fastger til Start
> L Overfarsler £ Komprimer til ZIP-fil
] i 1
> Bl Skrivebord Kopiér som sti
> Videoer Egenskaber Alt + Enter
> B Windows (C3) B Open in Window:
Telement 1 element ervalgt L e e

Figure 3: Windows 11 — Right-click menu, where "Show more options" must be selected to access 7-Zip

Rigsarkivet = m] x

@w- % U = W M osorére = wis e e
<« e > Denmepc > Dokumenter » Rigsarkivet » v O L SogiRigsarkivet

Ingester Mavn #ndringsdato Type Sterrelse
& Musik FD.18001 28-02-2025 14:11 Filmappe
Abn

> @ Onelrive Abn i nyt vindue

= Fastger til Hurtig adgang
~ D

i Lenne pe B Open in Windows Terminal

> A Billeder Find in Files with EmEditor

» = Dokumenter

Fgj til arkiv...
smprimesoq vedhasft i e-mail...

> @) Musik Crosoft Defender...
s L Overfarsler Giv adgang i >|  FeltIRDIB00LT:"
Gendan tidligere versioner Komprimer til "FD.18001.7z" og vedhasft i e-mail
> Skrivebord o n
8 Skivebor Medtag i bibliotek > Fej til "FD.18001.zip
> 3 Videoer Fastgor bl Start Komprimer til “FD.18001.zip" og vedhaft i e-mail

CRCSHA >

- . Kopiér som sti
> e Windows (C:)
Send til >

1element 1 element er valgt

Klip
Kopiér

Opret genvej
Slet
Omdab

Egenskaber

Figure 4: Windows 11 - Select "7-Zip" and click on "Add to archive..."
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Note! Windows 11 has a button in the right-click menu called "Compress to ZIP file", but this
method does not support password protection. Use 7-Zip under the "Show more options" to
secure the file with a password.

3. Set ZIP format and encryption

When the Add to archive window opens, you should:
a. Select 7z in the Archive format field.
b. Enter an appropriate name for the ZIP file (e.g., FD.18001.7z).
c. Scroll down to the Encryption section.
d. Enter a strong password in the fields "Password" and "Enter password again".

e. Click OK to create the encrypted ZIP file.

= m] x
GRS Eh T N oSorter» = vis -
<« o » Dennepc > Dokumenter » Rigsarkivet O 2 Sogi Rigsarkivet
~
Ingester Mavn Dato Type Starrelse Maerker
& Musik FD.18001 28-02-2025 1411 Filmappe
> o OneDrive
Ak C:AUsershity\DocumentsRigsarkivet'.
iv
v [l Denne pc FD.18001.72 v
> 1A Billeder Arkivformat 7 w Opdateringstistand Tifej og erstat filer w
» ) Dokumenter Komprimeringsniveau: 5 - Mormal ~ Stitilstand Relative stinavne i
> Musik 5
& Het Komprimeringsmetode: * LZMAZ ~ Funktioner
> Overfersler () Opret SFxcarkiv
- Sterelse pa ordbog! © 32MB e
[ Komprimer dette filer
> [l Skrivebord
Starelse pa ord © 32 ~ [ Slet filer efter komprimering
> [& Videoer
Starelse pa solid blok: " 8GB w -
> i Windows (C:) Kiyptering
Antal CPU4rade: ‘12 v 112 Indtast adgangskode:
Telement Telementervalgt

Hukommelsesforbrug ved komprimering:

3632 MB / 6377 M / 7908 S8
e B NE Indtast adgangskode igen:
Hukommelsesforbrug ved udpakning HMMB | ceeeeeisiana
Opdel i bind,
poeli bind, byte ‘ [ Vis adgangskode
Krypterir de: AES-256 ~
Parametre:
[ Krypter filnavne

Funktioner

Annuller Hizelp

Figure 5: 7-Zip "Add to archive" window, with "ZIP" selected, a filename entered and password fields filled in
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4. Verify the ZIP file

After the ZIP file is created, make sure it is correctly encrypted:

Locate the ZIP file in File Explorer.

Right-click on the ZIP file, select 7-Zip, and click on "Extract files...
In the new window, you will be prompted to enter the password.

Enter the password and click OK.

Sidenummer: 12/25

e. If the files are extracted without errors, the ZIP file is correctly encrypted.
Rigsarkivet = [m] X

@n- % 0O Bl B W N osoter- = vis -

&« oo > Denmepc > Dokumenter » Rigsarkivet v O 2 S@q iRigsarkivet
Ingester Navn . Dato Type Starrelse Maerker
Rigsarkivet FD.18001 28-02-2025 14:11 Filmappe

FD.18001.7z 04-03-2025 10:10 TZ-fil TKE
> @ OneDrive
Abn
v [l Dennepc EmEditor
HashMyFiles
> A Billeder

> o Dokumenter

> @ Musik

> 4 Overforsler

v

B Skrivebord

VirusTotal Web Site
med Microsoft Defender...
e

Abn med...

Giv adgang til

Kopiér som sti

Abn arkiv

Udpak til "FD.18007\"

& Del Test arkiv
> @ Videoer Gendan tidligere versioner b e
5 Ea Windows (C) S 5 Komprimer og vedhasft i e-mail...
Feij til "FD.18001.72.7"
2 elementer 1 element er valgt: 90 byte Kiip Komprimer til “FD.18001.72.7z" og vedhasft i e-mail
Kopiér Faj til "FD.18001.7z.zip"

Opret genvej
Slet
Omdeb

CRC SHA

Egenskaber

Figure 6: Right-click menu on the ZIP file, "7-Zip" selected and "Extract files..." highlighted

Komprimer til "FD.18001.7zzip" og vedhaeft i e-mail




&P

Riosarkivet

Sidenummer: 13/25

Ingester

Rigsarkivet
> @ OneDrive

~ [l Denne pc
> [N Billeder
> o Dokumenter
> @ Musik
> Overforsler
> @l Skrivebord
> |4 Videoer
> e Windows (C)

2 elementer

(]

ED

@ @ ‘7l sortér -

> Dennepc > Dokumenter > Rigsarkivet

1 element er valgt: 90 byte

Navn
FD.18001

FD.18001.7z

[Ed Udpak: C:\Users\itviDocuments

Udpalk til:

= vis - oo
v
Dato Type
28-02-2025 14:11 Filmappe

04-03-202510:10 TZ-il

Sag i Rigsarkivet

Sterrelse Meaerker

1KB

[C\Users\tv \Documents\Rigsarkivet'

@ rD.18001 ‘Adgangskods
Stiistand: e
Fulde stinavne ~
(] Vis adgangskode
() Forhindr duplikering af rodmappe
Overskrivningstilstand: [ Genskab filsikderhed
v

Sperg fer overskrivning

=

(]
Hizslp

Figure 7: 7-Zip password field, where the user must enter the password

The ZIP file is now encrypted and ready for secure submission.
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Appendix 2: Using FileZilla for Digital Submission
1. Install FileZilla

If FileZilla is not installed on your computer, you can download it from https://filezilla-project.org/.

Follow the installation guide to complete the installation.

2. Launch FileZilla
Open the FileZilla program. You will see the main window divided into several sections (see Figure
1):

o Leftside: Your local file structure (Local Site) — folders and files on your computer.

» Right side: The server's file structure (Remote Site) — folders and files on the server (after you
have established a connection — see step 3).

o Bottom: Transfer log (Transfer Queue), where you can see the status of file transfers.

[ Filezilla — u] X
File Edit View Transfer Server Bookmarks Help

E-EFTE ok %L FTasse

Host: “ | Username: | | Password: | | Port: | | | Quickconnect I v
Local sites | Di\
El-ua D: (OD_ARB_13) ~
. ASTA_testlog_FD.18005
FD.18003
System Volume Information ]
Filename - Filesize Filetype Last modified
System Velume Informati... Filmappe 27/08/2024 11:27:04
FD.18005 Filmappe 04/10/2024 14:08:44
ASTA_testlog_FD.18005 Filmappe 0471072024 14:08:33 Filename Filesize Filetype Last modified Permissions  Owner/Group
Mot connected to any server
3 directaries Mot connected.
Server/Local file Direction Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers

@ Queue empty e

Figure 1: The FileZilla Main Window


https://filezilla-project.org/
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3. Open Site Manager

To establish a permanent connection to an SFTP server via Site Manager:

1. Click "File" in the top menu.

1. Select "Site Manager" from the drop-down menu.

o This opens a window where you can add and manage SFTP connections.

4. Add a new SFTP Server in Site Manager

When in the Site Manager window:

1. Click "New site" to add a new server and name it (see Figure 2).

Site Manager
Sy General Advanced Transfer Settings  Charset
- Predefined Sit
e e FTP - File Transfer Protocol
es

LW Nyt sted

Use explicit FTP over TLS if available

MNormal

None

MNew site MNew folder
New Bookmark Rename
Delete Duplicate

Connect OK Cancel

Figure 2: Add a new SFTP server in FileZilla's Site Manager

1. Under "Protocol", select "SFTP - SSH File Transfer Protocol" from the drop-down menu.
2. Enter the information you received from the Danish National Archives (see Figure 3):
o Inthe "Host" field, enter the server's domain name (sftp.rigsarkivet.dk).

o Inthe "Port" field, enter port number 22.
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5. Enter Login Credentials

Under "Logon Type", select "Normal" and enter your username and password (see Figure 3):
1. Username: Enter your username provided in the email from the Danish National Archives.

2. Password: Enter your password provided in the email from the Danish National Archives.

Site Manager

Select entry: General Advanced Transfer Settings Charset

=4 Predefined Sites
B _Primary GNU download server

Protocol: SFTP - S5H File Transfer Protocol

My Sites Host: sftp.rigsarkivet.dk
... W Rigsarkivet
Logon Type: | Mormal >
User: [ 12005 /]

assword: | sesssnsenses

Background color:

Comments:
MNew site Mew folder
Mew Bookmark Rename
Delete Duplicate

@ oK Cancel

Figure 3: Fill in Protocol, Host, Port and login credentials to connect to the server

6. Save and Connect

When you have entered all necessary information:
1. Click "Connect" to establish a connection to the server.

2. [If this is your first time connecting to this server, you will receive a message about the
server's host identity (certificate/key) as a security check to ensure you are connecting to

the correct server.

OBS: Verify that the entered domain name is correct. You can select the option "Always

trust this host, add this key to the cache", and then click “OK” to continue.
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7. Connection to the Server

Sidenummer: 17/25

When the connection is established without errors, the status indicator will show that you are

connected to the server with the message "Connected to sftp.rigsarkivet.dk". At the same time, the

server's file structure will be visible on the right side of the window. (see Figure 4):

o Left side (Local site): Your local files on your own computer.

¢ Right side (Remote site): The files and folders on the server.

e Bottom: Status of file transfers and any errors.

[ Rigsarkivet - sftp://18005@sftp.rigsarkivet.dk - FileZilla - m] X
File Edit View Transfer Server Bookmarks Help
i = [ - - = = :
;_;_'.‘|':’- u-|uﬂ§°x _,,|EFQ"'$
Host: ‘ | Username: | | Password: | | Port: | | I Quickconnect || ¥
Status: Connecting to sftp.rigsarkivet.dic.
Status:  Using username "18005",
Status: Cennected to sftp.rigsarkivet.dk
Status;
Status: Listing directory /
Status: Directory listing of "/" successful
Local site: | D ~ | Remote sites | / v
Public ~ !
y076508
Windows
u Dt (OD_ARB_17) v
Filename - Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Owner/Group
L] FD.18005.72 90 TZ-fil 15/01/2025 14:26:54
Systemn Volume Informati.. Netvasrksdrev 10/12/2024 11:20:21 Empty directory listing
FD.18003 Metvaerksdrey 15/01/2025 14:26:21
ASTA_testlog_FD.18003 Netvasrksdrev 15/01/2025 14:26:34
1 file and 3 directories, Total size: 90 bytes Empty directory.
Server/Local file Direction Remotefile Size Priority  Status
Queued files | Failed transfers | Successful transfers
D Queue empty e

Figure 4: When the connection is successfully established, you will see the server's file structure on the right side of the

window
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8. Navicate to the Folder Where the File Should Be Placed

After connecting to "sftp.rigsarkivet.dk", follow these steps to create and enter a folder (see Figure

5):

Navigate to "Remote Site"

On the right side of the FileZilla window under Remote Site, you will see the server's file

structure. As the server is empty, there will be no files or folders displayed.

Right-click on an Empty Area in Remote Site

“In the Remote Site window, right-click an empty area in the 'Filename' section. A menu will

appear."

Select "Create Directory”

In the context menu, click on "Create Directory". A dialog box will appear where you should

name the new folder.

Name the Folder

Enter the name of the new folder. For example, type "18005" in the text field.

Click OK to create the folder. When the folder is created, it will now appear in the empty

server structure under Remote Site.

Enter the New Folder

Double-click on the folder to open it. You will now be inside the folder and ready to upload

files.
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E Rigsarkivet - sftp://18005@sftp.rigsarkivet.dk - FileZilla
File Edit View Transfer Server Bookmarks Help

g

RO RO K Fasse

Haost: | | Username: ‘

‘ Password: |

| Port: ‘

| [ Quickconnect | +

Sidenummer: 19/25

Status: Listing directory /

Status: Directory listing of "/ successful
Status: Creating directory '/18003'...

Status:  Retrieving directory listing of "/13005"...
Status: Listing directary /18005

Status: Directory listing of "/18005" successful

Local site: | B\

([ Remote site: [ 112005\

- E (OD_ARB_16)

== K (Viprod.sitad. diddfs\CU2526\K-DREV)

== S (V\prod.sitad.diddfs\CU252645-DREV)

== U (prod.sitad.dk\dfs\CU2326\Personlige)\B130830)

=

18005

Filename Filesize Filetype

5.288.062 7Z-fil
Filmappe

|_| FD.18005.72
System Volume Informati...

FD.18003 Filmappe

1 file and 2 directories. Total size: 5.288.062 bytes

Last modified

14/10/2024 12:29:08
02/10/2024 07:15:43
14/10/2024 12:28:01

Filename

Empty directory.

Filesize Filetype Last modified Permissions

Empty directory listing

Owner/Group

Server/Local file Direction Remote file

Size Priority

Status

Queued files | Failed transfers | Successful transfers

DO Queue empty

e

Figure 5: The new folder "18005" created and accessed in Remote Site.

9. Find the File You Want to Transfer Locally on Your Computer

On the left side (your local file structure), locate the ZIP, Veracrypt, or VHD file you want to transfer.

NB: Your information package or information package for statistical files must meet all conditions

specified on pages 3-4 before uploading to the file server.

1. Navigate through your folders in the left window until you find the file, e.g., "FD.18001.72",

"AVID.SA.18001.1.vhd", or "AVID.SA.18001.1.hc".
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10. Drag and Drop the File to the Server
When you have found the file locally, you can simply drag the file from the left window (your local
machine) to the right window (the server) and drop it in the desired folder (under "Filename" at

"Remote site") (see figure 5).

Window explanation:

Status overview: At the top of FileZilla, you'll find a status bar showing connection status,

transfer speeds, and queue information.

Transfer log: In the bottom window, you can monitor the status of the file transfer. This

shows any errors and the progress of the upload.

[ Rigsarkivet - sftp://18005@sftp.rigsarkivet.dk - FileZilla - m] X
File Edit View Transfer Server Bookmarks Help

] = [ - - = = :

;_;_'.‘|'-—’ u-|uﬂ§°x _,,|EFQ"'$
Host: | | Usemame: | | Password | | 2ort: | | [Quickconnect ||~
Status: Connected to sftp.rigsarkivet.dk ~
Status: Starting upload of E:\FD.18005.7z
%;i!aeﬂer successful, transferred 5.288.062 bytes in 1 second

Status: TTEvITg tirectory-Hetirgof-r 8065

Status: Listing directory /18005

Status: Directory listing of "/18005" successful v
Local site: | E\ ~ | Remote sites | /18005

‘i G (0SDisk) A~ = !
E-wa E (OD_ARB_16) : 18005
FD.18005
H System Volume Information ]
Filename - Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Owner/Group
< L] FD.18005.72 2880 HAL0/2024.12:20:08 » @.18005.& ) 5.288.062  TZ-fil 14/10/2024 12, -rwxrwxrwac  user group
olume Informati... Filmappe 02/10/2024 07:15:43
FD.18003 Filmappe 14/10/2024 12:28:01
1 file and 2 directories. Total size: 5.288.062 bytes 1 file. Total size: 5.288.062 bytes

Server/Local file Direction Remote file Size Priority  Status

Queued files Failed transfers Successful transfers (1)
D3 Queve: empty

o9

Figure 6: Drag the file from the left side (your local PC) to the folder on the right side (the server)
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11. Confirm Transfer
When the file has been transferred, you will see the file (e.g., FD.18001.7z) in the right window, in

the desired folder on the server (see figure 6).

[E Rigsarkivet - sftp://18005@sftp.rigsarkivet.dk - FileZilla - m] X
File Edit View Transfer Server Bookmarks Help

1 = o= - = = -
'LL'.‘|:’- u-uﬂ%e-x4|5|=g'—'®
Host: | | usemame | | Password | | 2ort: | | [Quickeonnect ||~
Status: Connected to sftp.rigsarkivet.dk
Status: Starting upload of E:\FD.18005.7z
Status: File transfer successful, transferred 5.288.062 bytes in 1 second
Status: Retrieving directory listing of "/18005"...
Status: Listing directary /18005
Status: Directory listing of "/18005" successful

Local site: | E ~ | Remote site: | /18005

C: (0SDisk) ~ B !
E-wa E (OD_ARB_16) : 18005
FD.18005
: System Volume Information ]
Filename - Filesize Filetype Last modified Fj Filesize Filetype Last modified Permissions  Owner/Group
L] FD.18005.72 5.288.062 TZ-fil 14/10/2024 12:29:08 < |} FD.1SDDS.?1/ 5.288.062  TZ-fil 14/10/2024 12:,..  -rwxrwxrwx  user group
System Volume Informati... Filmappe 02/10/2024 07:15:43
FD.18005 Filmappe 14/10/2024 12:28:01
1 file and 2 directories. Total size: 5.288.062 bytes 1 file. Total size: 5.288.062 bytes
Server/Local file Direction Remote file Size Priority  Status
Queued files Failed transfers Successful transfers (1)
@@ Queus empty e

Figure 7: The file FD.18005.7z has been transferred to the server (Remote site)

12. Disconnect
When you have finished transferring the file, you can disconnect from the server by closing FileZilla.
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Appendix 3: Generate an MD5 Value via Command Line
1. Locate the File You Want to MD5 Check

Before you can find the MDS5 sum of a file, you need to know the path to the file. Here's how:

1. Open File Explorer (Windows key + E).

2. Navigate to the folder where the file is saved.

3. When you have found the file, right-click it and select Properties.

4. Under the General tab, you will find the file location (path) and filename.

e For example: C:\Users\User\Documents\FD.18005.7z.

2. Open a Command Prompt
1. Press the Windows key and type cmd, then press Enter on your keyboard.

e This opens the Command Prompt.

3. Navigcate to the Correct Drive:
If you are not already on the drive where the file is located (e.g., you are on D: but the file is on C:),

you must first change drives by entering the following in the Command Prompt:

This will switch to the C drive. You can replace C: with the drive where your file is located.

4. Navigate to the Folder Containing the File

When you have the file path, you need to navigate to the correct folder in the Command Prompt.

1. In Command Prompt, use the cd (change directory) command to navigate to the folder

where the file is located, e.g.:

~d C:\Users\Documents

2. Press Enter to change to the specified folder.

5. Use the "certutil* Command to Find the MD5 Sum
Now that you are in the correct folder, you can use the certutil command to generate an MD5 sum

for the file.
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1. In the Command Prompt, type the following command:

certutil -hashfile FD.18005.7z MD5

e Replace "FD.18005.7z" with the name of the file you want to generate an MD5

checksum for.

e Aslong as you are on the correct drive, you can also enter the entire file path directly,

certutil -hashfile

2. Press Enter.

6. Read the Result

After running the command, you will get an output with the file's MDS5 hash. It will look like this:

MD5 of FD.18005.7z:

d41d8cd98£00b204e9800998ect8427e

CertUtil: -hashfile completed successfully.

Copy the MD5 hash into your email according to the initial instructions, after which the window can

be closed.

Some tools generate MD5 values in lowercase letters, while others use uppercase letters. The
Danish National Archives has no requirements for which type of letters to use, as long as the values

match.
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